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LC Globus Hardware

= Hosting cluster is Goblin

= Sits in “Green” (unrestricted) Zone
— Uses GDO user infrastructure with CZ RSA OTP

= 4x Data Transfer nodes (DTNs)
— 40 Gb link to ESNet

= 2x Storage nodes
— 2PB NFS-mounted ZFS file system

= Endpoint exists only in Green Zone

— Users need to transfer data between GZ and CZ
« 2x 40Gb link between GZ<->CZ
— Future possibility of auto-sync pending discussion & approval from OISSO
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https://www.pngall.com/green-goblin-png
https://creativecommons.org/licenses/by-nc/3.0/

Accessing Goblin

Users must request Goblin acct via M LC Hotline
— For now; IDM being extended.

File transfer internally via:

— SCP/rsync

— Hopper (pending)

— Transfer must originate from CZ, not GZ

— Globus Connect Personal (GCP) not allowed
» There appear to be numerous instances running, but users should be advised
it’s not permitted

Users can SSH to Globus nodes to manage data
— Login nodes are also DTNs
— Home directories are not the data shares. Must use /p/globfs/<user>/

Most users will use Globus Web
— https://app.globus.org
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What is Globus

Widely-used inter-organization file-transfer service
— Heavily used in science/research community for large datasets
— Long used at LLNL/LC for climate data transfer

Benefits
— Easy to use
— Community standard

— Parallel transfers, high-performance
« Goblin reached > 2 GB/s transfer from ALCF

History:
— Developed by U Chicago & ANL to enable “Grid Computing”
— Non-profit, but “"Freemium” product

Terminology

— Endpoint: Location to use as source or destination in Globus transfer
— Collection: Repository of data on a Globus version 5 server
« Can be multiple collections per endpoint
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Globus in LC

Endpoint is LC Public

Data should be considered unprotected in Globus

Data restrictions

— LLNL-generated data — must go through IM R&R for “public” release
« May consult with OISSO for waiver availability

— OQutside-generated data:
« LLNL must have no legal responsibility to protect
« Follow agreements with data owner for protection

Only LC users can browse endpoint
— Users can “Share” their data with outside organizations

This is a “High Assurance” endpoint, which mandates encryption on
all transfers
— Cannot transfer to/from endpoints not supporting encryption

Documentation: https://hpc.linl.gov/services/globus
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Logging in to Globus Web App (1)

= Point your browser to https://app.globus.org

= Select Lawrence Livermore National Lab (if prompted)

L XoN ) Sign On % @ Log In using Globus x| + @

<« @ C o8 E globu: i _id=89ba3e72-768f-4ddb-952d-e0bb7305e2c7&scope=um%3Aa. T3 o oo &=

Globus services will be unavailable for up to 1 hour beginning at 9:00 AM US Central on Saturday, June 18, 2022.

Read more about the planned maintenance.
& globus

Log in to use Globus Web App

Use your existing organizational login
e.g., university, national lab, facility, project
Lawrence Livermore National Laboratory -

By selecting Continue, you agree to Globus terms of service and privacy policy.

Globus uses ClLogon to enable you to Log In from this organization.

GU By clicking Continue, you agree to the ClLogon privacy policy and
you agree to share your username, email address, and affiliation with
ClLogon and Globus. You also agree for ClLogon to issue a certificate
that allows Globus to act on your behalf.

OR

s Sign in with Google [ Sign in with ORCID iD

Didn't find your organization? Then use Globus ID to sign in. (What's this?)

© 2010-2022 University of Chicago, Argonne National Laboratory  Legal ~ Privacy
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https://app.globus.org/

Logging in to Globus Web App (2)

= |f prompted, log in to LivIT Identity Provider (IdP) with AD creds

= Select Lawrence Livermore National Lab (if prompted)

& e c o8 : ol M_Js5vL, ML20/idp/SSO.ping s @ In @ 6 @
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Globus File Manager (1)

= Globus File Manager is default view

= Browse for Source and Destination Endpoints

[ ] 8 File Manager | Globus X |+ @

®
<« ® C O 8 https:/fapp.globus.org/file-manager d m oo & =

Globus services will be unavailable for up to 1 hour beginning at 9:00 AM US Central on Saturday, June 18, 2022. Read more about the planned maintenance.

9 [ﬁ File Manager Panels [ [0 [

FILE MANAGER

Collection = Q_ Search

Path

B view =<

Search for a collection to begin \ Transfer or Sync to...

Get started by taking a short tour.
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Globus File Manager (2)

= LC Endpoint is LC Public

= Users should be placed in their data share: /p/globfs/<user>

[ ] [ ] & File Manager | Globus. X |+ @
<« @ C O B https:/japp.globus.orgffile-manager?origin_id=0247816e-cc0d-4e03-a509-10903f6dde11&origin_path- % n o e [9 =

Globus services will be unavailable for up to 1 hour beginning at 9:00 AM US Central on Saturday, June 18, 2022. Read more about the planned maintenance.

f) File Manager Panels [ 00 1

Collection g LC Public Q ®

Path  /p/globfs/harrl/ E Bookmark

selectall T_ uponefolder (~, refresh list view =«
NAME + LAST MODIFIED SIZE é&] Share
LLNL LC GDO Green - Unrestricted Data ONLY! [/ '\\ Transfer or Sync to...
. F=" New Folder
500GB-in-large-files 5/20/2022, 01:32 PM - D —_—
a 5/25/2022, 03:17 PM - >
my_globfs_dir 5/6/2022, 04:10 PM 08
not_empty 5/20/2022, 01:34 PM - >3 @ Upload
D  Get Link
shm 5/23/2022, 04:19 PM - )
@ : Show Hidden Items
SmallTestFiles 5/10/2022, 12:58 PM - >

VS
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Globus File Manager (3)

= Select operation on right panel:
— Transfer: transfer files between two endpoints
— Share: Make a group of your files available to non-LC users

[ XOX ] 8 File Manager | Globus X 4 @
<« @ C O 8 nhttps:/fapp.globus.orgffile-manager?origin_id=0247816e-cc0d-4e03-a509-10903f6dde11&origin_path- 13 © N @ O @ =

Globus services will be unavailable for up to 1 hour beginning at 9:00 AM US Central on Saturday, June 18, 2022. Read more about the planned maintenance.

iﬂ File Manager Panels [0 00 [

Collection | g LC Public

Path /p/globfs/harrl/ IZ Bookmark

selectall T_ uponefolder (°, refresh list b view =

NS LAST MODIFIED size féﬁs] Share
LLNL LC GDO Green - Unrestricted Data ONLY! [}/ r\\ Transfer or Sync to...
! ) = New Folder
500GB-in-large-files 5/20/2022, 01:32 PM - > —
a 5/25/2022, 03:17 PM - »)
M my_globfs_dir 5/6/2022, 04:10 PM (4]
not_empty 5/20/2022, 01:34 PM - 2 (1“_5 Upload
CD  Get Link
shm 5/23/2022, 04:19 PM - >
@: Show Hidden Items

SmallTestFiles 5/10/2022, 12:58 PM - >
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Transferring Files (1)

= Browse to two endpoints after clicking “Transfer or Sync to...”

= Choose “small_test_files” collection

[ ] [ ] & File Manager | Globus. X |+

& @ C O 8 nhttps:/fapp.globus.org/file-manager?destination_id=d34de12a-0a40-11eb-81a8-0e2f230cc907&desti

f) File Manager

Collection g LC Public Q ®]| :

Path  /p/globfs/harrl/ E

LLNL LC GDO Green - Unrestricted Data Ot

~— 500GB-in-large-files Transfer or Sync to.. \

‘ 5/20/2022, 01:32 PM -
New Folder

a
5/25/2022, 03:17 PM =

D my_globfs_dir
5/6/2022,04:10PM 0B

‘ not_empty
5/20/2022, 01:34 PM  —

shm
& 5/23/2022, 04:19PM  — Get Link D

[~ SmallTestFiles
5/10/2022, 1258 PM  —

Show Hidden ltems @

small_test_files

Transfer & Timer Options

O O O

il [ ) =y ()

O

0_bytes.bin
5/13/2022, 10:20 AM

1_bytes.bin
5/13/2022, 10:20 AM

128KB.bin
5/13/2022, 10:20 AM

16KB.bin
5/13/2022, 10:20 AM

1KB.bin
5/13/2022, 10:20 AM

1MB.bin
5/13/2022, 10:20 AM

256KB.bin
5/13/2022, 10:20 AM

2KB.bin
5/13/2022, 10:20 AM

Z2KR hin

w

[2:]

131.07 KB

16.38 KB

1.02 KB

104 MB

262.14 KB

204 KB

o)

omnme &=

Panels

Globus services will be unavailable for up to 1 hour beginning at 9:00 AM US Central on Saturday, June 18, 2022. Read more about the planned maintenance.

= il —
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Transferring Files (2)

= Select 1 or more files (Shift-click for multiple)

= Click “Start” or just drag and drop to your directory

[ ] [ ] & File Manager | Globus. X |+ @

<« @ C O B https://app.globus.orgffile-manager?destination_id=d34de12a-0a40-11eb-81a8-0e2f230cc907&destin: 1 n o e @

Globus services will be unavailable for up to 1 hour beginning at 9:00 AM US Central on Saturday, June 18, 20
Transfer request submitted X

@ File Manager successfully l

View details >

Collection ﬂ LC Public Q E small_test_files AN X) 4

Path  /p/globfs/harrl/ IZ /

Transfer & Timer Options

) 0:20AM 26214 KB
LLNL LC GDO Green - Unrestricted Data ONLY! (12 é@ Share

500GB-in-large-files N \ Transfer or Syncto... 10:20AM 204 KB

5/20/2022, 01:32 PM = :
|| New Folder

a 10:20 AM 32.76 KB
5/25/2022, 03:17 PM —

D my_globfs_dir
5/6/2022, 04:10 PM ()]

not_empty 5 524.28 KB
5/20/2022, 01:34 PM ~ —
«_/‘{} l
shm N Upload 65.53 KB
5/23/2022, 04:19PM  — GO Get Link
SmallTestFiles N %% Show Hidden ltems ~ (0:20AM  819K8
5/10/2022, 12:58 PM -
0:20AM  — >
y
0:20AM - >
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Transferring Files (3)

= Monitor transfer by clicking on “View Details” or “Activity”

[ NON ] 8 Overview | Activity Detail | Activ X = + @
a40-11eb-81a8-0e2f230cc9078&destin: ¥y « Y O B nttps://app.globus.org/activity/63b61632-e68d-11ec-9bd1-2d2219dcclfa/overview?back=file-manager 1 mn @ O @ =

tral on Saturday, June 18, 207~ ~ Globus services will be unavailable for up to 1 hour beginning at 9:00 AM US Central on Saturday, June 18, 2022. Read more about the planned maintenance.

(©) FILE MANAGER £ small_test_files to LC Public

e a transfer started
View details >

E small_test_files Q & E
@ Overview | = Eventlog
/
& Task Label  small_test_files to LC Publi
as| small_test_files to ublic I Edit Label ‘
er Options ~ Source  » small_test_files
- Source Host  » Globus Tutorial Endpoint 1 | X Cancel Task ‘
Destination » LC Public
TaskID  63b6f632-e68d-1lec-9bd1-2d2219dcclfa 14 Files
Owner  Cameron Harr (charr@globusid.org) 1  Directories
< @ C O 8 nttps:/fapp.globus.org/file-manager?de Condition  ACTIVE 0B Bytes Transferred
5 . Z o Requested 6/7/2022, 11:12 AM 0B/s Effective Speed
Globus services will be unavailable for up to 1 hour beginni , )
Deadline  6/8/2022, 11:12 AM 0 Skipped files on
sync

Transfer Settings o verify file integrity after transfer

o transfer encrypted 0  Skipped files on
error

] File Manager

* overwriting all files on destination

o # LC Public View debug data

Path  /p/globfs/harrl/

LLNL LC GDO Green - Unrestricted Data ONLY!
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Transferring Files — Failure (1)

= Check Event Log for failure messages

eoce &5 Activity Detail | Activity | Globus X = + @
@ C O 8 nttps:/fapp.globus.org/activity/c54bb9b8-e68e-11ec-9912-3bactda38030/events?back=file-manager 1 ® N @O @ (? =

Globus services will be unavailable for up to 1 hour beginning at 9:00 AM US Central on Saturday, June 18, 2022. Read more about the planned maintenance.

(©) FILE MANAGER ESnet Read-Only Test DTN at Starlight to LC Public

warning: unknown error — see event log

Event Log

O Overview
All Events Fault Events

6/7/2022, 11:22 AM Uncategorized Error @ View details A

Error (session setup)

Endpoint: ESnet Read-Only Test DTN at Starlight (57218f41-3200-11e8-b907-0ac6873fc732)
Server: star-dtn.es.net:2811

Message: Encryption not supported

Details: Encryption only works for gsiftp:// servers

6/7/2022, 11:22 AM started L%] View details

Lawrence Livermore National Laboratory N A‘
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Transferring Files — Failure (2)

= Globus will keep retrying transfer

= |f transfer will never succeed, “Terminate” the task via "Activity tab

[ ] [ ] 8 Tasks | Activity | Globus X 4+ @
& @ C O B https://app.globus.org/activity & n o e G =

Globus services will be unavailable for up to 1 hour beginning at 9:00 AM US Central on Saturday, June 18, 2022. Read more about the planned maintenance.

(©) FILE MANAGER _'/\f Activity

= Tasks Timers

search tasks by label, collection, or owner

List Update in 9

QUICKFILTERS AGE 7 DAYS 2 TYPE @B TRANSFER @G DELETE  STATUS @BACTIVE @B INACTIVE @ FAILED (8 SUCCEEDED

ESnet Read-Only Test DTN at Starlight to LC Public Terminate Task ‘ Cancel ‘
warning: unknown error — see event log S

small_test_files to LC Public >
transfer completed

small_test_files to LC Public >
transfer completed

small_test_files to LC Public >
transfer completed

small_test_files to LC Public >
transfer completed

ESnet Read-Only Test DTN at Starlight to LC Public >
transfer canceled at <10% completed

XISISK]K
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Transferring Files - Troubleshooting

Errors generally caused by sharing/permissions problems or
server problems.

Users should get email on all transfers signifying Success or
Failure.

15t step at debugging failure is to look at Event Log
— Verify they are using an endpoint that supports encryption
— Note other error messages

If stumped, or it looks like a server problem, contact LC Hotline

- . “’el
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Sharing Files (1)

= Select files to share and click “Share”

= https://docs.globus.org/how-to/share-files/

[ XON ) & File Manager | Globus X |+ @

@ C O B nttps:/fapp.globu: f ger? \_id=57218f41-3200-11e8-b907-0ac6873fc7328&destina T o mnooe @ =

Globus services will be unavailable for up to 1 hour beginning at 9:00 AM US Central on Saturday, June 18, 2022. Read more about the planned maintenance.

[ﬁ File Manager Panels [ DO [

Collection d LC Public QA & E ESnet Read-Only Test tarlight Q ® .

Path  /p/globfs/harrl/ E /datal/

Transter & Timer Options

LLNL LC GDO Green - Unrestricted Data ONLY! (7 @ Share
08:44PM 100G
500GB-in-large-files y " Transfer or Syncto...
5/20/2022, 01:32PM  — -
ew Folder 09:32PM 100 MB
if New Fold
a N o
5/25/2022,0317PM  — [¢] Rename
_ 0318PM  10GB
my_globfs_dir [X] Delete Selected
5/6/2022, 04:10 PM [):}
08:45PM  10MB
not_empty 5
5/20/2022, 0134 PM  —
o~ 06:46PM  1GB
shin &35 Upload
>
5/23/2022, 04:19PM  — ;
SORGetLink 0316PM  1MB
SmallTestFiles 3 @®: Show Hidden Items

5/10/2022, 12:58 PM e
06:46 PM 500 GB

-large-files 5
05:05PM  —

Lawrence Livermore National Laboratory N A‘
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Sharing Files (2)

= Create a Guest Collection or add to existing one

[ NON J &5 My Collections on LC Public |G/ X = + @
&« @ C O B nttps:/fapp.globus.orgffile-manager/collections/0247816e-cc0d-4e03-a509-10903f6dde11/shares?hos! 13 mn o © @ =

Globus services will be unavailable for up to 1 hour beginning at 9:00 AM US Central on Saturday, June 18, 2022. Read more about the planned maintenance.

(©) FILE MANAGER £ LC Public &

FILE MANAGER

® Overview % Roles é@}] Collections ’E: Credentials

Guest Collections

() Add a Guest Collection

QUICK FILTERS ADM\N\STERED BY ME

You do not have any guest collections on LC Public. Create a guest collection to set permissions for others to access your data.

globu: ffi

81 d-4e03-a509-1090: 1 1/a/

Lawrence Livermore National Laboratory
LLNL-PRES-1055366
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Sharing Files (3)

= Fill out relevant fields and click “Create Collection”

[ NON J & Create Guest Collectionon LC i X = + @
@ C O B nttps:/fapp.globus.orgffile-manager/collections/0247816e-cc0d-4e03-a509-10903f6dde11/shares/crea’ 13 mn o © @ =

Globus services will be unavailable for up to 1 hour beginning at 9:00 AM US Central on Saturday, June 18, 2022. Read more about the planned maintenance.

g Create New Guest Collection

FILE MANAGER

You are creating

Directory

Display Name

Description

Keywords

Information Link

Contact Email

Organization

Department

Other Contact Info

a guest collection on LC Public to share data

/p/globfs/harri/a/

Ais for Alice's Awesome Apples

Ais the first letter of the alphabet. Hopefully you know that by now.

4

genomics, Higgs boson, climate change

https://www.example.org/faq

jdoe@example.org

ABC University

XYZ University Lab

Postal Address,

4

Force encrypti 0 and from this collection

Create Collection ‘ Cancel ‘

Lawrence Livermore National Laboratory
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Sharing Files (4)

= Add users and set permissions

[ NON J & Permissions on Ais for Alice's # X =+ @

@ C O B nttps:/fapp.globus.orgffile-manager/collections/bf1733da-899¢-4be5-abc6-af99f01340f0/sharing w n @ © @

Globus services will be unavailable for up to 1 hour beginning at 9:00 AM US Central on Saturday, June 18, 2022. Read more about the planned mainten:

(O rFEmaNAGER  £2 A s for Alice's Awesome Apples g

FILE MANAGER

® Overview @ Permissions 03;\* Roles

Shared With L. Add Permissions — Share
With
USER OR GROUP CREATED READ WRITE
A Path: / GO Show link for sharing £
LLNL LC Public (51245285-9eal-4e56-a0c4-4de744f7c39f@clients.auth.globus.org) ~ /”g’f
QA
Cameron Harr (harri@linl.gov) = >

Lawrence Livermore National Laboratory N A‘
LLNL-PRES-1055366 National Nuclear Security Administration




Sharing Files (5)

= Path is relative to the collection you’re sharing
— So“/”==*"/p/globfs/harrl/a”

= Username/email auto-matches valid users as you type

= Select Read/Write permissions (default is read-only)

° @ Add Permissions to Alis for Alic: X+ @

°
< o c O B httpsiiapp.globe 1733da-899c-abe5 991013 : % omooe @@=

Globus services will be unavailable for up to 1 hour beginning at 9:00 AM US Central on Saturday, June 18, 2022. Read more about the planned maintenance.

5) AIS FORALICE'S AWESOME APPLES

Add Permissions - Share With

Path / l Browse ‘

Share With @ user - share with specific individuals

O group - make data accessible to members of a group

Username or Email | busem 5] |

Brian Busemeyer
1D: bbusemeyeragmailcom
Email: bbusemeyer@gmail.com

Brian Busemeyer
ID: bbusemeyerafiatironinstitute.org@accounts.google.com
Email: bbusemeyer@fiatironinstitute.or 9

Jeff Buse
D: buseman2@linlgov
Email: buseman2a@lint.gov

. . P
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Sharing Files (6)

= Verify user(s) show as having access to collection

= Can also provide link to those who already have access

o000 £ Permissions on A for Alice's # X | @O How To Share Data Using Glob: X + @

(A (e @) (2 globus.orgfile-mar tions/bf1733d: 4be5-abc6-af99f01340f0/sharing?back ¥¥ o nooe B =

Globus services will be unavailable for up to 1 hour beginning at 9:00 AM US Central on Saturday, June 18, 2022. Read more about the planned maintenance.

(O cotLecTions £ Als for Alice's Awesome Apples g

7 : > - A
\D Overview i{\ Permissions % Roles

Shared With 55, Add Permissions — Share
With
USER OR GROUP CREATED READ WRITE
A Path: / @D Show link for sharin
LLNL LC Public (51245285-9eal-4e56-a0c4-4de744f7c39f@clients.auth.globus.org)
Cameron Harr (harri@linl.gov)
Jeff Buseman (buse gov) 6/7/2022,12:00 PM (m] il

Lawrence Livermore National Laboratory
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Sharing Files (7)

= Those with access should be able to browse to collection

[ XON ] £~ File Manager | Globus X | @O How To Share Data Using Globu X + @

@ C O B https:/fapp.globus.orgffile-manager?destination_id=bf1733da-899c-4be5-abc6-af99f01340f0&destina’ 1 ® In @ © @ =

Globus services will be unavailable for up to 1 hour beginning at 9:00 AM US Central on Saturday, June 18, 2022. Read more about the planned maintenance.

o [ File Manager Paneis |1 [0 | O

FILE MANAGER

Collection g LC Public

& A s for Alice's Awesome Apples Q X .

Path  /p/globfs/harrl/ E / E

Transfer & Timer Options

LLNL LC GDO Green - Unrestricted Data O! Permissions @ LLNL LC GDO Green - Unrestricted Data ONLY! (12
0 ( 500GB-in-large-files Transfer or Sync to... \ a N
‘ ‘ 5/20/2022, 01:32 PM — —te 5/25/2022, 03:17 PM =
New Folder ||
=t a , b >
D 5/25/2022, 03:17 PM 5/25/2022, 03:17PM ~ —
0 D my_globfs_dir C S
5/6/2022, 04:10PM 0B 5/25/2022, 03:17PM ~ —
O ‘ 7" not_empty d 3
5/20/2022, 01:34 PM ~ — 5/25/2022, 03:17PM ~ —
Shm Upload f’f\_ﬁ
e
U & : >
) 5/23/2022, 04:19PM - Get Link D 5/25/2022, 03:17PM ~ —
o M SmallTestFiles Show Hidden Items ;& f >
) 5/10/2022, 1258 PM  — : 5/25/2022, 03:17PM ~ —
2 >
5/25/2022, 03:17PM ~ —
h >

Lawrence Livermore National Laboratory N A‘
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Q&A
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B Lawrence Livermore
National Laboratory

Disclaimer

This document was prepared as an account of work sponsored by an agency of the
United States government. Neither the United States government nor Lawrence
Livermore National Security, LLC, nor any of their employees makes any warranty,
expressed or implied, or assumes any legal liability or responsibility for the
accuracy, completeness, or usefulness of any information, apparatus, product, or
process disclosed, or represents that its use would not infringe privately owned
rights. Reference herein to any specific commercial product, process, or service by
trade name, trademark, manufacturer, or otherwise does not necessarily constitute
or imply its endorsement, recommendation, or favoring by the United States
government or Lawrence Livermore National Security, LLC. The views and opinions
of authors expressed herein do not necessarily state or reflect those of the United
States government or Lawrence Livermore National Security, LLC, and shall not be
used for advertising or product endorsement purposes.

This work was performed under the auspices of the U.S. Department
of Energy by Lawrence Livermore National Laboratory under contract
DE-AC52-07NA27344. Lawrence Livermore National Security, LLC



