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Sandboxed coding agents
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Avoid “Lethal trifecta”:

• Access to private data

• Exposure to untrusted content

• Ability to externally 
communicate

Motivation
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• Sandboxing contains the agent
• Restricts network access
• Restricts filesystem access

• On LC, we recommend you run 
coding agents (claude, codex, 
opencode, etc.) in a blackhole 
sandbox

Sandboxing agents
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• Sandboxing tools are in `/collab/usr/global/tools/sandbox`

• Tools include:
• blackhole : 

• This is the in-house underlying tool used to create the sandbox

• claude-sandbox & codex-sandbox : 
• These start claude/codex inside a blackhole instance

• sandbox : 
• This is just blackhole running a shell
• You can run Claude/Codex/OpenCode/etc. inside
• This requires some manual configuration (relative to e.g. `claude-sandbox`)

• Codex/OpenCode/Claude binaries (versioning options)

What’s available?



5LLNL-PRES-2025032

Secondary colors

Primary colors
Elemental

Navy
#001E62

Impact
(Lab) Blue
#0032a1

Energetic
Azure

#3366CC

Livermorium
Ice

#eaf0fb

Carbon 
Gray

#a9aabc

Quantum
Slate

#6e6e7c

Innovation
Yellow

#fcb317

Research 
Red

#9d0c0c

Performance 
Pink

#b40f64

Algorithm 
Orange
#ff7900

Solar
Yellow
#ffd900

Gamma 
Green

#84c342

Extreme 
Turquoise
#00a5b8

Inspiration 
Indigo

#4b0082

Getting started (first time)
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For example, avoid $HOME, /p/vast1/$USER, /usr/workspace/$USER, /p/lustre*/$USER

Getting started: no top-level directories
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• Enter a subdirectory

• Run
• `module load claude`
• `claude-sandbox`

• Or
• `module load codex`
• `codex-sandbox`

• By default, you’ll only be able to see your present working directory!

Getting started: once key & config are in place
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https://hpc.llnl.gov/about-livermore-computing/ai-ml-lc/running-ai-agents-lc

• At runtime, give `rw` (read/write) or `ro` (read only) access

• Or list directory access in `sandbox-config.yaml` per project

Getting started: directory access
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https://hpc.llnl.gov/technical-bulletins/bulletin-608

• Consider creating dedicated spaces for coding agent work

• Networking: agent can only reach LivAI & LLamaMe endpoints, so
• Download what you need from a second terminal
• Reach out to OISSOs for exceptions (additional URL access)

Recommendations
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