CREATE/RENEW CLASSIFIED fé”gu‘;:;?;g'f;eefviggfogg
ENTRUST ACCOUNT II:Z\tI)V(;?:t%?yleermore National

This form is to create/renew a classified Entrust account for LLNL P.O. Box 808, L-63
employees only. _ Livermore, CA 94551
| New Account | Renewal | Phone: (925) 422-4531, Option 2

Fax: (925) 422-0592
If you have any questions, please contact: LC Support Hotline (ext. 2-4531, Ic-support @lInl.gov)

User Information

Last Name First Name Middle Name or Initial  Work Phone L-Code Email (unclassified)

OUN (last name + number) Employee Number LC User Name* (8char. max.) Citizenship

*New LC Users: Your LC user name should be your Official User Name (OUN) or if your OUN exceeds eight characters,
choose an Alternate User Name (AUN).

Do you have a Q-Clearance? ' Yes | No A Q-Clearance is Required

System Information

Computer Type I mac I pc Not available for Unix and Linux

You must have the Entrust client installed on your computer prior to submitting this request. See your local Desktop Support for assistance.
Entrust software requirements and installation instructions are available at the following URL: https://www-oln.lInl.gov/entrust

Do you have a classified email account? | Yes! No

Email Address (classified) (yourlogin@pop.linl.gov)
if available

A classified email account is required in order to request an Entrust account.
If you do not have a classified email account, select “No” and one will be created for you.
To access LC's SCF systems, you must first access your own organization’s
classified systems and have met your organization’s classified computing training requirements.

User’s Signature Date
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Sponsor Agreement

This is to certify that the named person needs a certificate from Lawrence Livermore National Laboratory (LLNL) Classified Public Key
Infrastructure (PKI) in the course of official LLNL business. The certificate is used primarily to provide need-to-know protection for classified
data, beyond that offered by the existing systems and networks, and to provide computer-based identities.

Use of these certificates is governed by, and | agree to comply with, the requirements in Chapter 9 of the DOE Telecommunication Security
Manual (https:/www.directives.doe.gov/pdfs/doe/doetext/restrict/neword/200/m2001-1ch9.pdf), and in the CERTIFICATE POLICY CP-1S FOR
DOE SECURENET PUBLIC KEY CERTIFICATES. Some specific requirements have been excerpted below:

2.2.4.1 SPONSOR REPRESENTATIONS

By sponsoring a subscriber, the sponsor certifies that at the time of the sponsor’s approval of the subscriber, and throughout the operational
period of the certificate unless the issuing CA or RA is notified otherwise by the sponsor:

The subscriber has a valid affiliation with the sponsor (as an employee, user of service, customer, or other relationship
documented in the subscription application provided to the CA.)

All representations made by the sponsor to the CA or RA regarding subscriber information to be used for the issuance of
Certificates are true.

The subscriber has a valid need and purpose for public key certificates issued by the CA.
2.2.4.2 NOTIFICATION OF TERMINATION OF SPONSORING RELATIONSHIP

The sponsor or sponsor’s authorized agent shall notify the CA or RA promptly upon termination of the sponsoring relationship with the
subscriber, or termination of the subscriber’s valid need for the certificates issued pursuant to that relationship.

| am sponsoring the issuance of a certificate for this person. In addition, DOE rules require that certificates be destroyed when they are no
longer needed, and | will notify the LLNL PKI team by sending email to cln-entrust@lInl.gov when any certificate is no longer needed since
this information will probably not be available to PKI team members otherwise. A subscriber may be able to use their certificate to decrypt
classified information until the certificate is destroyed.

The authorization period to be covered is from to (maximum one year if not specified).

Supervisor Please Print Signature Date:

Coordinator Approval

The Entrust User's Computer Coordinator’s signature is for concurrence of this User’s need for a classified Entrust account and that the
above signed sponsor is the responsible Supervisor for this user.

Coordinator Please Print Signature Date:

You will be contacted by the Classified Entrust Agent to arrange an appointment time to pick up your classified Entrust
certificate when your account is ready

LCO003/LCENTRUST UCRL-WEB-213923
Revised: 8/2/2005 2



